EUROCONTROL agreement with the
European Commission’s CERT-EU on cyber-security
On 13 March 2017 EUROCONTROL and the European Commission DIGIT
Computer Emergency Response Team (CERT-EU) signed a Service Level
Agreement to improve cyber security. On 5 April this agreement was formally
presented to EUROCONTROL by Gertrud Ingestad, the Director General of the
European Commission Directorate General for Informatics (DIGIT).
CERT-EU’s mission is to support the European institutions, agencies and bodies
to protect themselves against intentional and malicious attacks that would
hamper the integrity of their IT assets and harm the interests of the EU.
It was further reported that CERT-EU will provide services to
EUROCONTROL in order to support the setting up of the European Air Traffic
Management Computer Emergency Response Team (EATM-CERT®).
CERT-EU will make available some information and cyber-security tools to
EATM-CERT as well as sharing experience, expertise, advice and procedures
on how to operate a CERT efficiently.
Gertrud Ingestad, Director General of DIGIT, said: ‘The EU institutions have
benefitted since more than five years of the support of CERT-EU to mitigate
cyber risks. I am very happy that we can support EUROCONTROL in the
setting up and the operation of the EATM-CERT. We are looking forward to a
fruitful cooperation in the protection of this critical infrastructure.’
Freddy Dezeure, Head of CERT-EU, added: ‘We are all experiencing an
increase in cyber threats – in terms of frequency, level of sophistication and
scope. We have to raise the bar to make it more difficult for our adversaries and
to detect them more quickly when they succeed. The work of CERTs is key to
addressing this challenge. We are very pleased to have EUROCONTROL as one
of our trusted partners.’
To conclude Frank Brenner, the Director General of EUROCONTROL,
commented: ‘Benefiting from CERT-EU experience, information and services
will ensure a fast, efficient and high-quality ramp-up of the services provided by
EATM-CERT to all ANSPs and Airport Operators of EUROCONTROL Member
States.’
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About EATM-CERT
EATM-CERT will provide the following services to ANSPs and Airport
Operators of EUROCONTROL Member States:
 Proactive cyber-security services (e.g. penetration testing, vulnerability
assessment, infrastructure/best practices review);
 Collection, generation and distribution of ATM relevant cyber
intelligence;
 Coordination, with National CERTs as appropriate, of the pan-European
ATM response to ATM relevant cyber-security alerts/incidents on a
voluntary basis.
About CERT-EU
The activities of CERT-EU include prevention, detection, response and
recovery.
The team is made up of IT security experts from the main EU Institutions
(European Commission, General Secretariat of the Council, European
Parliament, Committee of the Regions, Economic and Social Committee). It
cooperates closely with other CERTs in the Member States and beyond as well
as with specialised IT security companies.
Of EUROCONTROL
This is the European Organisation for the Safety of Air Navigation. It has as its
primary objective to develop a seamless, pan-European air traffic management
(ATM) system that fully copes with the growth in air traffic, while maintaining
a high level of safety, reducing costs and respecting the environment.
EUROCONTROL has 41 Member States: Albania, Armenia, Austria, Belgium,
Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark,
Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Moldova, Monaco, Montenegro,
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia,
Spain, Sweden, Switzerland, The former Yugoslav Republic of Macedonia,
Turkey, Ukraine, United Kingdom of Great Britain and Northern Ireland.
In addition EUROCONTROL has Comprehensive Agreements with the
Kingdom of Morocco and the State of Israel.
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Picture caption
From left: Joe Sultana, Director Network Manager Directorate at
EUROCONTROL, Philippe Merlo, Director Air Traffic Management at
EUROCONTROL, Frank Brenner, Director General of EUROCONTROL,
Gertrud Ingestad, Director General of DG DIGIT, Freddy Dezeure, Head of
CERT-EU, Herman Baret, Centralised Services Programme Manager at
EUROCONTROL, and Dan Simonic, Chief Information Officer of
EUROCONTROL.
Photo kindly provided by EUROCONTROL©.
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